Abstract-One critical issue in dynamic spectrum access of cognitive radio networks is the analysis of interference caused by Secondary Users (SUs). Most of the current works focus on mitigating the aggregated interference effects of SUs at Primary Users (PUs) in the physical layer. However, the interference is also dynamically related to the communication behaviors between PUs and SUs. In this paper, we analyze the interference caused by SUs in the MAC layer by taking into account the dynamic behaviors between PUs and SUs. Based on the ON-OFF primary channel state model, we derive the close-form expressions for the probability of interference caused by SUs and quantify the interference effect in two scenarios: slotted secondary network and non-slotted secondary network. We also discuss how to control SUs' access behavior such that the normal communication of PUs can be guaranteed. Finally, simulation results are shown to verify the effectiveness of our analysis.
I. INTRODUCTION
Cognitive radio is considered as an effective approach to mitigate recent problem of crowded electromagnetic radio spectrums. Compared with static spectrum allocation, dynamic spectrum access (DSA) technology can greatly enhance the utilization ratio of the existing spectrum resources [1] . In DSA, secondary users (SUs) can dynamically access the primary users (PUs') spectrum, while normal communication activities in licensed spectrum are not interfered [2] .
One of the most important task in the implementation of DSA technology is to avoid SUs adversely interfering the normal communication activities of PUs in licensed bands [3] . One way is to strictly prevent SUs from interfering PUs in both time domain and frequency domain [4] , and the other is to allow interference from SUs while minimizing the interference effect to PUs. To overcome the latter issue, the foundation is to model and analyze the interference caused by SUs so as to reveal the quantitative impacts on PUs. Most of the existing works on interference modeling can be summarized into two categories: spatial and accumulated interference modelings [5] . The main idea of the spatial interference modeling is to reveal how the interference caused by SUs may vary with their different spacial positions relative to primary receivers [6] [7] [8] . While the accumulated interference model focuses on analyzing the accumulated interference power of SUs at primary receiver through adopting different channel fading models such as [9] [10] with only exponential path loss, and [11] [12] with additional log-normal shadowing.
However, those traditional interference analysis are only based on aggregating SUs' transmission power with different path fading coefficients, regardless of the communication behaviors of PUs and SUs. In this paper, we will study the interference through analyzing the relationship between SUs' dynamic access and the states of primary channels in the MAC layer. Especially, we will concentrate on the situation when SUs are confronted with unknown primary behavior. If SUs have the perfect knowledge of PUs' communication mechanism, the interference is mainly from imperfect sensing which has been studied a lot [13] . Therefore, perfect sensing is assumed in this paper. We model the primary channel state as an ON-OFF process and derive the probability of interference to PUs and quantify the interference effect. Besides, the impact of the interference to PUs' average data rate is also analyzed. Based on these analysis, we further discuss how to control SUs' access time so as to ensure PUs' normal communication.
The rest of this paper is organized as follows. Firstly, system model is showed in Section II. Then, two different scenarios of secondary network are described in Section III. Next, we explicitly derive the expression of interference probability and quantity in Section IV and V respectively. Section VI presents how to control SUs' behavior. Finally, simulation results are shown in Section VII and conclusion is drawn in Section VIII.
II. SYSTEM MODEL

A. Network Entity
In our system, SUs build a half-duplex multi-hop network and dynamically seek for available licensed channels among N primary channels. Here, "half-duplex" not only means that SUs cannot simultaneously transmit and receive data, but also specially refers that SUs cannot perform spectrum sensing while keeping data communication. Another important characteristic of our system is that PUs' communication is private and unknown to SUs.
B. Primary Channel State Model
Since SUs have no idea about primary communication behavior and hence cannot be synchronous with PUs, there is no concept of "time slot" in the primary channel from the views of SUs. Instead, each primary channel just alternatively switches between the ON and OFF state, as Fig. 1 
1 ) is defined as the occurrence probability of the ON state in channel i, also called as channel utilization ratio. Similarly, μ
is defined as the occurrence probability of the OFF state in channel i. The channel parameters λ 0 can be effectively estimated by a maximum likelihood estimator [14] .
III. SECONDARY USERS' COMMUNICATION BEHAVIORS
In this section, we will define the communication behaviors of SUs so as to analyze their interference to PUs. Considering different communication mechanisms of secondary network in the MAC layer, we will study two typical scenarios in this paper: slotted behavior and non-slotted behavior.
A. Slotted Behavior
In the first scenario, we assume that the system clock of the secondary network is divided into time slots with same length, as shown in Fig. 2 -(a) with the example of two primary channels. At the beginning of each slot, SUs sense all primary channels within time T s . After sensing, SUs access all available primary channels according to the sensing results. If no available channel is discovered, SUs will keep silent in this slot and wait for the next slot.
In Fig. 2 -(a), T a is defined as the length of the access time. Once SUs begin transmitting or receiving data packets, they will no longer be able to perform spectrum sensing during the whole access time T a . It is assumed that SUs are always intent to access primary channel, which means as long as there are idle channels, they will access these idle channels. This assumption means that we are analyzing the worst case of the first scenario, or the maximum interference is considered since SUs are always trying to access primary channels.
B. Non-slotted Behavior
In the second scenario, SUs' communication with each other are not restricted to time slots. Once there are packets need to be transmitted, SUs will begin to search for available primary channels within time T s . If no available spectrum is discovered temporarily, they will keep performing spectrum sensing until some idle channel is found. The length of this waiting time is denoted by T w as shown in Fig. 2-(b) . It is assumed that SUs' packets arrive by Poisson process with arrival rate λ −1 s . Thus, the arrival interval T i obeys exponential distribution with parameter λ s , i.e., T i ∼ f Ti (t) = 1 λs e −t/λs and E(T i ) = λ s . In our model, we assume that SUs' access time T a is less than λ
0 , since if the access time can cover several ON and OFF states, the interference caused by SUs will be too severe for PUs. For the sensing time T s , since it is too small compared to T a , T w , λ
0 , we omit T s in the following interference calculations. For these two scenarios, we can see that SUs' access behaviors are two renewal processes. The holding times of these two processes are defined as SUs' access period T p , which can be computed as follows
Slotted Behavior,
In the following sections, we will discuss the interference probability and quantity for each scenario respectively.
IV. PROBABILITY OF INTERFERENCE CAUSED BY SECONDARY USERS If SUs can be synchronous with PUs, they can vacate the occupied available channels by the end of the slot. In such a case, the potential interference from SUs only comes from their imperfect spectrum sensing. However, when SUs are confronted with unknown primary channels, additional interferences will appear since SUs may fail to discover PUs' recurrence during their access, as shown by the yellow regions in Fig. 3 with the example of two primary channels. The essential reason is that SUs cannot keep sensing the accessed channel during data transmission or receiving.
The interference caused by SUs happens only when the following three events happen simultaneously Fig. 3 . Examples that SUs fail to discover PUs' recurrence.
Since these three events are mutually independent, the interference probability of channel i, P
I , can be expressed by
In the following subsections, we will compute the probability of these three events respectively.
A. Probability of e 1 : P (e 1 )
In the scenario of the slotted behavior, SUs are always intent to access primary channels. Therefore, we have
On the other hand, when SUs' behavior is non-slotted, the arrival of SUs' access periods is a Poisson process with time interval T i . Therefore, P (e 1 ) is the occurrence probability of SUs' access period and can be computed by
From Fig. 2-(b) , we can see that T p = T a when at least one idle primary channel is discovered, and T p = T w + T a when there is no available channel. Therefore, E(T p ) can be calculated as follows
where
ON represents the probability that all the primary channels are in the ON state.
According to the renewal theory [15] , the waiting time T w is the forward recurrence time of the ON state T 1 for channel i. Since SUs will access to the channel that first returns to the ON state, which is statistically the channel with least λ 1 , thus E(T w ) =λ 1 = min 1≤i≤N λ (i) 1 . Therefore, according to (5) and (6), P (e 1 ) becomes
B. Probability of e 2 : P (e 2 ) The probability that SUs access the OFF state P (e 2 ) is equal to the occurrence probability of the OFF state, i.e., P (e 2 ) = μ 
(8)
C. Probability of e 3 : P (e 3 )
The event e 3 happens only when the forward recurrence time of the OFF state T (i) OFF is smaller than the access time, i.e., 0 ≤ T (i) OFF ≤ T a . Therefore, for both slotted and non-slotted behaviors, P (e 3 ) can be computed by
Let f 
OFF . Then, according to the renewal theory [15] , f
OFF . According to (9-10), we can re-write P (e 3 ) as
For Both Behaviors. (11) By substituting (4), (7), (8) and (11) into (3), we can obtain the close-form expression of P (i) I as follows
V. QUANTITY OF INTERFERENCE CAUSED BY SECONDARY USERS In most of the existing works, the quantity of interference was usually measured as the quantity of SUs' signal power at primary receiver in the physical layer. In this paper, we measure the interference quantity based on the communication behaviors of PUs and SUs in the MAC layer. As shown in Fig. 3 , the yellow region indicates the interference period in the ON state of channel i. We define the quantity of interference as the ration between this interference period and the average length of the ON state, which can be written as follows
is the expectation of T a −
OFF ≤ T a . In this paper, we assume that T a is much smaller than λ 0 . Therefore, the probability that there are more than one ON or OFF state in T a is very small and is neglected here.
Let us define U 1 = T a − T 
Then, let us define
. In such a case, the p.d.f of U 2 can be derived by normalizing the p.d.f of U 1 in the interval 0 ≤ u 1 ≤ T a as follows
Therefore, the expectation of U 2 can be computed as
According to (4), (7), (13) and (16), the quantity of interference caused by SUs in channel i, Q
I , can be re-written as
Based on Q
(i)
I , which represents the ratio of the interference periods to PUs' overall communication time, we can calculate the impact of the interference to PUs' average data rate R av . If there is no interference from SUs, PUs' average data rate is R av = log(1 + SNR), where SNR denotes the Signal-toNoise Ratio of primary signals at PUs' receiver. On the other hand, if interference occurs, PUs' average data rate is R av = log(1 + SNR INR+1 ), where INR is the Interference-to-Noise Ratio of secondary signals received by PUs. Therefore, PUs' average data rate of channel i, R
VI. CONTROLLING OF SUS' ACCESS TIME
In Section IV and V, we have analyzed the probability and quantity of interference caused by SUs' slotted and nonslotted access, as well as PUs' average data rate under the interference. Based on these results, in this section, we will discuss how to control SUs' access behavior to ensure PUs' normal communication.
In our system, SUs' access behavior refers to their access time T a after discovering some available channels. To guarantee PUs' regular communication, T a should be appropriately chosen. Obviously, a longer access time T a can help SUs achieve higher data rate. However, a longer T a will also bring more interference to PUs and degrade PUs' average data rate. Therefore, a proper T a should be chosen to balance the trade off between the average data rate of SUs and that of PUs.
To ensure PUs' reliable communication, we introduce two QoS constraints: maximum tolerable interference probability P ↑ I and minimum average achievable data rate R ↓ av , to restrict SUs' access time. In such a case, the optimization problem of finding the optimal T a for SUs can be formulated as
According to (12) , (13) and (18), we can see that P av is a decreasing function in terms of T a . Therefore, the optimization problem in (19) can be solved using Newton's Method [16] .
VII. SIMULATION RESULTS
In this section, we conduct simulations to verify the effectiveness of our analysis. The parameters used in the evaluation are listed in Table I . We assume that there are 3 primary channels in our simulation. With the parameters listed in Table I , the theoretical value of P (i) I can be computed according to (12) and are shown in Fig. 4-(a) and Fig. 5-(a) . By simulating PUs' and SUs' behaviors using Matlab and counting the corresponding interference probability, we have the simulation results for P (i) I , which are denoted by black lines in the figures. It can be seen that the simulation results of each channel finally match well with the theoretical values after some fluctuations at the beginning. We can also see that the interference of non-slotted behavior is less than that of slotted behavior since a small arrival rate is used in the non-slotted behavior.
B. Interference Quantity Q (i) I
Similar to P (i)
I , the theoretical value of interference quantity Q (i) I can be found through (17) and are shown in Fig. 4-(b) and Fig. 5-(b) . As to the simulation, once the interference occurs, we calculate and record the ratio of the accumulated interference periods to the accumulated periods of the ON states in each channel. The ratios at different time are illustrated by three black lines in the figures. Similar to that of P (i) I , all the simulation results converge to the corresponding theoretical results. Therefore, the close-form expressions in (12) and (17) are very accurate and can be applied to calculate the interference in the practical cognitive radio system. 
C. SUs' Access Time T a
The simulation results of PUs' average data rate R (i) av and interference probability P is an increasing function in terms of T a . In order to guarantee PUs' normal communications, we here use R ↓ av = 1.8bps/Hz and P ↑ I = 0.08 as shown in Fig. 4-(c) and Fig. 5 -(c) with black and blue horizontal lines. According to the constraints in (19), T a should be no larger than the location of the red vertical lines in Fig. 4-(c) and Fig. 5-(c) . Thus, the optimal T a should be around 350ms for the slotted behavior and 850ms for the non-slotted behavior. When R ↓ av and P ↑ I are given, the value of T a is determined by with the channel parameters λ 1 . Therefore, SUs should dynamically adjust T a according to the estimated channel parameters.
VIII. CONCLUSION
In this paper, we discussed the interference caused by slotted and non-slotted SUs based on primary ON-OFF channel model. The impact of the interference to PUs' average data rate is also analyzed. We further discussed how to adjust SUs' access time in order to control the level of interference. In the future work, we will design a cognitive MAC protocol based on the interference analysis of this paper.
